U.S. Department of State Records Schedule

Chapter 11: Diplomatic Security Records

Front Office
A-11-001-10

Description:

Disposition:

DispAuthNo:

A-11-001-11

Description:

Disposition:

DispAuthNo:

Policy File - Arrange by TAGS and Terms

Congressionals, correspondence, memorandums, telegrams, reports and other
documentation on security covering awareness, counterintelligence,
countermeasures, counterterrorism, diplomatic couriers, emergency plans, field
offices, information systems, investigations, overseas operations, Overseas
Security Advisory Council (OSAC), physical security, procedures, protection,
services, technology, threats, and other related subjects.

Permanent. Cut off file at end of each calendar year. Retire to RSC 3 years after
cut off date. Transfer to WNRC 5 years after cut off date. Transfer to the
National Archives 30 years after cut off date.

N1-059-94-43, item 1(1)a Date Edited: 10/26/2007

Assistant Secretary's Chronological File - Arrange by message reference
number or by date

Extra copies of correspondence, memorandums, notes, official-informal, reports,
speeches, statements, telegrams and other documentation maintained by or for the
direct use of the Assistant Secretary or Deputy Assistant Secretary.

Permanent. Cut off file at end of each calendar year. Retire to RSC 1 year after
cut off date. Transfer to WNRC 3 years after cut off date. Transfer to the
National Archives 30 years after cut off date.

N1-059-94-43, item 1(1)b Date Edited: 10/26/2007
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Executive Director

A-11-002-01 Privacy Act General - Administrative File - Arrange by TAGS and Terms

Description: Correspondence, memorandums, notices, and other documentation on the Privacy
Act covering DS's implementation of the Act.

Disposition: Cut off file at end of each calendar year. Destroy 2 years after cut off date.

DispAuthNo: GRS 14, item 26 Date Edited: 4/1/1999

A-11-002- Privacy - Case File - Documentation on individual Privacy Act requests

Ola covering access to their security records or to have them amended

Description: a. Copy of requestor's letter, final response, record of areas searched, results, and
Request Transmittal Sheet (DS-1748).

Disposition: Retire to DS central file when 2 years old or after final action.

DispAuthNo: N1-059-94-43, item 102a Date Edited: 10/26/2007

A-11-002- Privacy - Case File - Documentation on individual Privacy Act requests

01b covering access to their security records or to have them amended

Description: b. All other items.

Disposition: Destroy 2 years after final action.

DispAuthNo: N1-059-94-43, item 102b Date Edited: 10/26/2007

A-11-002-20 Security Awareness Program - Subject File

Description: Informational and educational materials; brochures; Congressionals; general
correspondence; memorandums; memorandums of conversation; press guidance;
publications; speeches; and telegrams - dealing with - security awareness policies,
programs and issues on: Department and post facilities; exhibits; the Foreign
Service Institute; investigations; the Marine Corps Security Guard Program; the
Materials Review Board; the Overseas Advisory Council; protection; public and
media inquiries; public service campaigns; reward programs; security; technical
security; terrorism; threats; and professional security training.

Disposition: Block by year. Cut off at the end of the calendar year. Retire to RSC when 3
years old. Destroy when 5 years old.

DispAuthNo: N1-059-92-19, item 1 Date Edited: 10/26/2007

A-11-002-21 Security Awareness Program - Motion Picture Films

Description: Classified or unclassified films, originals or duplicates, not produced by or for the
Department.

Disposition: Destroy when out of date or no longer needed.

DispAuthNo:

N1-059-92-19, item 3 Date Edited: 10/26/2007
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A-11-002- Security Awareness Program - Publications

22a

Description: a. Master Set. One copy of each publication dealing with overall reports on terrorist
activities and political violence.

Disposition: Permanent. Retire to RSC when 3 years old. RSC transfer to WNRC after 5
years and offer to NARA after 30 years. Destroy all other publications.

DispAuthNo: N1-059-92-19, item 2a Date Edited: 10/26/2007

A-11-002- Security Awareness Program - Publications

22b

Description: b. Distribution Copies. All other publications and distribution copies.

Disposition: Destroy when the publication is updated or is obsolete.

DispAuthNo: N1-059-92-19, item 2b Date Edited: 10/26/2007

A-11-002- Security Awareness Program - Publications

22c

Description: c. Art Work. Graphic art work of all types used to make covers and illustrations for
publications: camera ready copies, hard copies, negatives, photographs,
photostats, etc.

Disposition: Destroy when the publication is updated or is obsolete.

DispAuthNo: N1-059-92-19, item 2c Date Edited: 10/26/2007

A-11-002- Security Awareness Program - Slides - Produced by or for the Department

23a

Description: a. Original Slides - Historical - Classified and unclassified slides produced by or for
the Department that cover historical persons, places, events, or things.

Disposition: Permanent. Block by year. Retire all items in the block to RSC 1 year after
determination that all of the items, photographs, and slides in the block are out of
date and no longer needed for current operations. RSC transfer immediately and
directly to the National Archives.

DispAuthNo: N1-059-92-19, item 6a Date Edited: 10/26/2007

A-11-002- Security Awareness Program - Slides - Produced by or for the Department

23b

Description: b. All Other Slides - Classified or unclassified slides, originals or copies, produced
for or by the Department.

Disposition: Destroy 3 years after a determination that they are out of date or no longer

DispAuthNo:

needed.

N1-059-92-19, item 6b Date Edited: 10/26/2007
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A-11-002- Security Awareness Program - Slides - Not Produced by or for the Department
23c
Description: c. Classified or unclassified slides not produced by or for the Department.
Disposition: Destroy 1 year after a determination that they are out of date or no longer needed.
DispAuthNo: N1-059-92-19, item 6¢ Date Edited: 10/26/2007
A-11-002- Security Awareness Program - Still Photographs and Negatives - Historical
24a Photographs, and Negatives - Produced by or for the Department
Description: Classified and unclassified photographs produced by or for the Department that
cover current or historical persons, places, events, or things. This also includes
photographs that are covered by copyrights which the Department has purchased a
limited or unlimited right to reproduce.
a. Original photograph and 1(one) negative, if any.
Disposition: Permanent. Block by year. Retire all items in the block to RSC 1 year after
determination that all of the photographs, and negatives in the block are out of
date and no longer needed for current operations. RSC transfer immediately and
directly to the National Archives.
DispAuthNo: N1-059-92-19, item 5a Date Edited: 10/26/2007
A-11-002- Security Awareness Program - Still Photographs and Negatives - Produced by
24b or for the Department
Description: b. All other photographs. Classified or unclassified photographs produced by or for
the Department.
Disposition: Destroy 3 years after a determination that they are out of date or no longer
needed.
DispAuthNo: N1-059-92-19, item 5b Date Edited: 10/26/2007
A-11-002- Security Awareness Program - Still Photographs and Negatives -
24c Photographs not produced by or for the Department
Description: c. Classified or unclassified photographs, originals, duplicates, or negatives, not
produced by or for the Department.
Disposition: Destroy 1 year after a determination that they are out of date or no longer needed.

DispAuthNo:

N1-059-92-19, item 5¢ Date Edited: 10/26/2007
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A-11-002-
25a(1)

Description:

Disposition:

DispAuthNo:

A-11-002-
25a(2)(a)

Description:

Disposition:

DispAuthNo:

Security Awareness Program - Video Cassette Tapes

Classified and unclassified; video-cassette tapes, of any formal (Video Home
System - VHS; Betamax - Beta, Betacam; Umatic; etc.), used to record audio-video
information via electronic video-cassette recorder (VCR) systems; produced by or
for the Department that have useful current or historical information about persons,
places, events, or things.

a. Historical tapes produced by or for the Department.

(1) Original tapes, if no longer needed to make copies, and 1 working copy.

Retire to RSC when 2 years old. RSC offer all titles to the National Archives
immediately. Those not accepted for transfer to the National Archives will be
destroyed when no longer needed.

N1-059-92-19, item 4a(1) Date Edited: 10/26/2007

Security Awareness Program - Video-Cassette Tapes

Classified and unclassified; video-cassette tapes, of any formal (Video Home
System - VHS; Betamax - Beta, Betacam; Umaitic; etc.), used to record audio-video
information via electronic video-cassette recorder (VCR) systems; produced by or
for the Department that have useful current or historical information about persons,
places, events, or things.

a. Video-Cassette Tapes-Historical tapes produced by or for the Department.
(2) Duplicate tapes

(a) Classified tapes

Destroy when out of date or no longer needed.

GSR 21, item 21 Date Edited: 4/1/1999
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A-11-002- Security Awareness Program - Video-Cassette Tapes

25a(2)(b)

Description: Classified and unclassified; video-cassette tapes, of any formal (Video Home
System - VHS; Betamax - Beta, Betacam; Umatic; etc.), used to record audio-video
information via electronic video-cassette recorder (VCR) systems; produced by or
for the Department that have useful current or historical information about persons,
places, events, or things.

a. Video-Cassette Tapes-Historical tapes produced by or for the Department.
(2) Duplicate tapes
(b) Unclassified tapes

Disposition: Erase tapes when out of date or no longer needed and reuse.

DispAuthNo: GSR 21, item 21 Date Edited: 4/1/1999

A-11-002- Security Awareness Program - Video-Cassette Tapes not produced by or for

25b the Department

Description: b. Classified or unclassified tapes, originals or duplicates, not produced by or for
the Department.

Disposition: Destroy 1 year after a determination that tape is out of date or no longer needed.
DispAuthNo: N1-059-92-19, item 4b Date Edited: 10/26/2007

A-11-002-30 Advisory Panel on Overseas Security - Arrange by subject or type of records

Description: Memorandums, correspondence, notes, briefing materials, telegrams, minutes of
meetings, taskers and responses, reports, statements, drafts, and other
documentation relating to the work and activities of the Panel (Inman). The file
includes reports and other material submitted to the Panel by other agencies. The
Panel was established to develop a comprehensive foreign affairs agency plan to
meet the challenges of security of U.S. Government operations abroad, and of
foreign governments in the U.S.

Disposition: Permanent. Retire to RSC for immediate transfer to WNRC. Transfer to the

DispAuthNo:

National Archives in 2010.

N1-059-95-28 Date Edited: 10/26/2007
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A-11-002-31 Security Planning - Program File - Arrange by TAGS and Terms

Description: Charts, congressionals, plans, and other documentation on security planning
covering background information, budget, evaluations, goals, initiatives, inspections,
internal controls, management controls and systems, mile stone charts, Office of
the Inspector General (OIG) inspection replies, operational planning systems,
operations, programs, requirements, security, vulnerabilities, and other related
subjects.

Disposition: TEMPORARY: See sub sections 31a-c for specific dispositions.

DispAuthNo: N1-059-94-43, item 103 Date Edited: 10/26/2007

A-11-002- Security Planning - Program File - Arrange by TAGS and Terms

3la

Description: a. Milestone Charts.

Disposition: Cut off file at end of every 5 calendar years. Destroy 5 years after cut off date.

DispAuthNo: N1-059-94-43, item 103a Date Edited: 10/26/2007

A-11-002- Security Planning - Program File - Arrange by TAGS and Terms

31b

Description: b. Office of the Inspector General (OIG) inspection replies.

Disposition: Cut off file at end of every 5 calendar years. Destroy when no longer needed.

DispAuthNo: N1-059-94-43, item 103b Date Edited: 10/26/2007

A-11-002- Security Planning-Program File - Arrange by TAGS and Terms

31c

Description: c. All other material.

Disposition: Cut off file at end of every 5 calendar years. Destroy 1 year after cut off date.

DispAuthNo: N1-059-94-43, item 103c Date Edited: 10/26/2007

A-11-002- Security Policy Publications File

32a

Description: Briefing books, memorandums, memorandums of understanding, reports, and other
documentary material on security policies covering approvals, audits, clearances,
other agencies, policies, security, services, standards, 12 FAM Diplomatic Security,
and other related subjects.
a. Master set.

Disposition: Permanent. Retire to RSC 1 year after updated for transfer to WNRC. Transfer

DispAuthNo:

to National Archives after 30 years.

N1-059-94-43, item 104a Date Edited: 10/26/2007
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A-11-002- Security Policy Publications File

32b

Description: Briefing books, memorandums, memorandums of understanding, reports, and other
documentary material on security policies covering approvals, audits, clearances,
other agencies, policies, security, services, standards, 12 FAM Diplomatic Security,
and other related subjects.
b. All other copies.

Disposition: Destroy when updated.

DispAuthNo: N1-059-94-43, item 104b Date Edited: 10/26/2007

A-11-002- Agent Credentials - Program File

40a

Description: Accountability Receipts Forms for DSS Identification Media, correspondence,
memorandums, reports on agents’ credentials covering badge numbers, badges,
cards, couriers, credential numbers, credentials (cards), engineers, pins, receipts,
security officers, special investigators, and other related subjects.
a. Receipts and related documentation. Arrange file by media identification
number.

Disposition: Retain in office. Cut off file upon credential design change. Destroy 25 years
after cut off date.

DispAuthNo: N1-059-94-43, item 98a Date Edited: 10/26/2007

A-11-002- Agent Credentials - Program File - Arrange by subject

40b

Description: Accountability Receipts Forms for DSS Identification Media, correspondence,
memorandums, reports on agents’ credentials covering badge numbers, badges,
cards, couriers, credential numbers, credentials (cards), engineers, pins, receipts,
security officers, special investigators, and other related subjects.
b. General correspondence.

Disposition: Retain in office. Cut off file at the end of each calendar year. Destroy 25 years

DispAuthNo:

after cut off date.

N1-059-94-43, item 98b Date Edited: 10/26/2007
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A-11-002-41

Description:

Disposition:

DispAuthNo:

A-11-002-42

Description:

Disposition:

DispAuthNo:

A-11-002-43

Description:

Disposition:

DispAuthNo:

A-11-002-44

Description:

Disposition:

DispAuthNo:

Agent Training - Case File - Arrange by agent

Certificates, DSTR Training Form (DS-1889), and Request, Authorization,
Agreement, and Certification of Training (SF-182) on agent basic security training or
extension training covering attendance, courses, funding, transcripts, verification of
training, and other related subjects.

Cut off file at termination of employment with Department. Retire to RSC 1 year
after cut off date. Destroy 5 years after cut off date.

N1-059-94-43, item 99 Date Edited: 10/26/2007

Class - Program File - Arrange by class

Certificates, and memorandums on security training covering attendance records,
class schedules, evaluations, instructor notes, report cards, rosters, travel
vouchers, and other related subjects.

Cut off file at end of class. Destroy 10 years after cut off date.

N1-059-94-43, item 100 Date Edited: 10/26/2007

Emergency Security Support - Program File - Arrange by post

Telegrams and other documentation on posts emergency security support covering
American community briefings, counter-terrorism defensive driving, counter threats,
deployments, emergencies, evacuations, firearms, hostages, improvised explosive
devices (IED), local guards, operations, personal protection, post security
programs, protection, responses, safety, security, security situations, security
support teams (SST), surveillance, terrorists, threats, U.S. Marine Corps security
guards, and other related subjects.

Cut off file at end of each calendar year. Destroy 1 year after cut off date.

N1-059-94-43, item 95 Date Edited: 10/26/2007

Security Grant Administrative File

Correspondence relating to routine operations and daily activities in administration
of the grant program.

Destroy when 2 years old.

N1-059-94-43, item 106 Date Edited: 10/26/2007
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A-11-002-45

Description:

Disposition:

DispAuthNo:

A-11-002-46

Description:

Disposition:

DispAuthNo:

A-11-002-47

Description:

Disposition:

DispAuthNo:

Security Grant Case Files

Individual grants (originals) and cooperative agreements (originals) on antiterrorism
training, protective services, and covering amendments, basic agreements, cash
transaction reports, certifications, correspondence, expenditures, FBI, Federal
Assistance Award (DS-1909), final products, final reports, grant policy directives,
grant program, local police, OIG audit reports, Cost Principles for State and Local
Governments, Grants and Cooperative Agreements (with State and Local
Governments, and universities), operational responsibilities, payments (copies of),
protection, reports, schedules, services, state police, tasking orders, training,
vehicles, and other related subjects.

Destroy 3 year after final payment or termination of agreement whichever is
sooner.

N1-059-94-43, item 105 Date Edited: 10/26/2007

Mobile Training Teams - Program File

Telegrams and reports on posts security training by mobile training teams (MTT)
covering scheduled training, security support teams (SST) for unscheduled training,
closing reports, crimes, counter threats, courses, course schedules, deployments,
evacuations, personal security, protective training, safe haven emergency medical
care training, security operations, terrorism, security training programs, terrorism,
travel, trip reports, U.S. Marine Corps security guards, visits, and other related
subjects.

Arrange file by post.
Cut off file at end of each calendar year.

Destroy 1 year after cut off date.

N1-059-94-43, item 96 Date Edited: 10/26/2007

RSO and SEO Training Class - Program File

Correspondence, maps, memorandums, reports, slides, videos, and Request,
Authorization, Agreement, & Certification of Training (SF-182) on regional security
officer (RSO) and security engineering officer (SEO) training covering background
and briefing materials, construction, counter-terrorism, course materials, courses,
diplomatic couriers, engineering, handouts, instructors, instructor notes,
investigations, local guards, locks, notifications, U.S. Navy Seabees, requests to
teach, schedules, security awareness, speakers, special training, student rosters,
surveillance, technical security awareness, travel, U.S. Marine Corps security
guards, and other related subjects.

TEMPORARY: See sub sections 47a & b for specific disposition

N1-059-94-43, Item 94 Date Edited: 10/26/2007
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A-11-002-
47a

Description:

Disposition:

DispAuthNo:

A-11-002-
47b

Description:

Disposition:

DispAuthNo:

A-11-002-48

Description:

Disposition:

DispAuthNo:

A-11-002-
48a

Description:

Disposition:

DispAuthNo:

A-11-002-
48b

Description:

Disposition:

DispAuthNo:

RSO and SEO Training Class - Program File - Arrange by class

a. RSO Classes.

Arrange files by class.
Cut off at the end of each calendar year. Destroy 2 years after cut off date.

N1-059-94-43, item 94a Date Edited: 10/26/2007

RSO and SEO Training Class - Program File - Arrange by class

b. SEO Classes.

Arrange files by class

Cut off file at end of each calendar year. Destroy 5 years after cut off date.

N1-059-94-43, item 94b Date Edited: 10/26/2007

Training Courses - Program Files

Memorandums, summary reports, and other documentation on the design and
evaluation of training courses or lesson plans covering course historical
documentation, data, development and final plans, evaluations, instructional aids
and objectives, RSQO’s, SEQ’s, student handouts, working lesson plans, and other
related subjects.

See sub sections 48a & b for specific disposition
N1-059-94-43, item 97

Date Edited: 10/26/2007

Training Courses - Program Files

a. Course Design and Evaluation File - arrange file by course

Retain in office. Cut off course file when obsolete and place in inactive file.
Destroy 25 years after cut off date.

N1-059-94-43, item 97a Date Edited: 10/26/2007

Training Courses - Program Files

b. Course Lesson Plans - Master Copy File - arrange file by plan

Retain in office. Cut off course file when obsolete and place in inactive file.
Destroy 25 years after cut off date.

N1-059-94-43, item 97b Date Edited: 10/26/2007
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Countermeasures & Counterintelligence

A-11-003-
10a(1)

Description:

Disposition:

DispAuthNo:

A-11-003-
10a(2)

Description:

Disposition:

DispAuthNo:

A-11-003-
10b(1)

Description:

Disposition:

DispAuthNo:

A-11-003-
10b(2)

Description:

Disposition:

DispAuthNo:

Alarm Systems Files - Reports on fire and security alarms covering the
Central Monitoring Station (CMS)

a. Fire Alarm Report File. Activity reports generated by the Department’s
Interactive Technologies Inc. (ITI) fire alarm system.

(1) Printouts.

Destroy when 1 year old.

N1-059-94-43, item 36a(1) Date Edited: 10/26/2007

Alarm Systems Files - Reports on fire and security alarms covering the
Central Monitoring Station (CMS)

a. Fire Alarm Report File. Activity reports generated by the Department’s
Interactive Technologies Inc. (ITI) fire alarm system.

(2) Cassettes.

Reuse when 2 weeks old. Destroy tape when no longer usable.

N1-059-94-43, item 36a(2) Date Edited: 10/26/2007

Alarm Systems Files - Reports on fire and security alarms covering the
Central Monitoring Station (CMS)

b. Security Alarm Report File. Activity reports generated by the Department’s
Monitor Dynamics Security System (MDI) security alarm system.

(1) Printouts.

Destroy when 1 year old.

N1-059-94-43, item 36b(1) Date Edited: 10/26/2007

Alarm Systems Files - Reports on fire and security alarms covering the
Central Monitoring Station (CMS)

b. Security Alarm Report File. Activity reports generated by the Department’s
Monitor Dynamics Security System (MDI) security alarm system.

(2) Cassettes.
Reuse when 2 weeks old. Destroy tape when no longer usable.
N1-059-94-43, item 36b(2)

Date Edited: 10/26/2007
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A-11-003- Alarm Systems Files - Reports on fire and security alarms covering the

10c Central Monitoring Station (CMS)

Description: c. Security Monitoring Cameras File. Video Home System (VHS) video cassette
tapes generated by the security monitoring cameras.

Disposition: Reuse when 1 week old. Destroy tape when no longer usable.

DispAuthNo: N1-059-94-43, item 36¢ Date Edited: 10/26/2007

A-11-003- Building Pass Files

1la

Description: a. Card Issuance File. Authorization to Issue Permanent Department of State
Employee 1.D. Card (DS-1838), Authorization to Issue Department of State Building
Pass (DS-1839), and other documentation on I.D. cards and building passes
covering authorizations, buildings, issuance's, and other related subjects.

Disposition: Destroy when 1 year old.

DispAuthNo: N1-059-94-43, item 35a Date Edited: 10/26/2007

A-11-003- Building Pass Files

11b(2)

Description: Card Activity History File. On-line history of building pass usage.
(1) Printouts.

Disposition: Destroy when 6 months old.

DispAuthNo: N1-059-94-43, item 35b(1) Date Edited: 10/26/2007

A-11-003- Building Pass Files

11b(2)

Description: Card Activity History File. On-line history of building pass usage.
(2) Cassettes, floppies, and magnetic tapes.

Disposition: Destroy when 3 years old.

DispAuthNo: N1-059-94-43, item 35b(2) Date Edited: 10/26/2007

A-11-003-12 Building Passes for Persons who are not Department Employees - Case File

Description: Applications for Department of State Building Pass (DSP-97), and Security
Investigation Data for Nonsensitive Position (SF-85) on persons who are not
Department employees covering applications, building passes, investigations, and
other related subjects.

Disposition: Destroy 1 year after cancellation of pass.

DispAuthNo:

N1-059-94-43, item 30 Date Edited: 10/26/2007
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A-11-003-13 Data Cards File

Description: Data cards on individuals covering the issuance of building passes.

Disposition: Destroy when new pass is issued or at termination of employment.

DispAuthNo: N1-059-94-43, item 31 Date Edited: 10/26/2007

A-11-003-14 Facilities Physical Security - Program File - Arrange by TAGS and Terms

Description: Accrediting reports, copies of contracts, memorandums, status reports, surveys,
and telegrams on physical security for facilities covering advice of allotments,
antennas, certifications, comments, controlled access areas, construction, designs,
drawings, funding, installations, new office buildings (NOB), plans, projects,
rehabilitation, requirements, reviews, shipping, space, surveys, and other related
subjects.

Disposition: Cut off file at end of each calendar year. Retire to RSC 3 years after cut off date
for transfer to WNRC. Destroy 7 years after cut off date.

DispAuthNo: N1-059-94-43, item 51 Date Edited: 10/26/2007

A-11-003-15 Fire and Security Alarms File - Arrange by TAGS and Terms

Description: Correspondence, and reports on fire and security alarms covering opening and
closing schedules, lists of authorized personnel, alarm reports, and other related
subjects.

Disposition: Cut off file at the end of each calendar year. Destroy 3 years after cut off date.

DispAuthNo: GRS 18, item 10 Date Edited: 4/1/1999

A-11-003-16 Industrial Security Case File

Description: Documentation on security clearances covering the facilities of private
organizations, when the Department is interested in biding on a classified contract
which uses those facilities.

Disposition: Destroy upon close out of contract. (ref. NN-172-188, item 19)

DispAuthNo: N1-059-94-43, item 40 Date Edited: 10/26/2007

A-11-003-17 Industrial Security Inspection File

Description: Reports on contracts covering security classification inspections.

Disposition: Destroy 6 months after closeout of contract.

DispAuthNo: N1-059-94-43, item 41 Date Edited: 10/26/2007
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A-11-003- Internal Investigation - Program Files - Documentation on investigations

18a covering access controls, fires, medical emergencies, security inspections,
and other related subjects

Description: a. Entry Notices.

Disposition: Destroy when 3 months old.

DispAuthNo: N1-059-94-43, item 32a Date Edited: 10/26/2007

A-11-003- Internal Investigation - Program Files - Arrange by case. Documentation on

18b investigations covering access controls, fires, medical emergencies, security
inspections, and other related subjects

Description: b. Evidence. Reports, testimony, withesses' statements, etc.

Disposition: Destroy 2 years after case is completed.

DispAuthNo: N1-059-94-43, item 32b Date Edited: 10/26/2007

A-11-003- Internal Investigation - Program Files - Documentation on investigations

18c covering access controls, fires, medical emergencies, security inspections,
and other related subjects

Description: c. Forms
Accident Report, GSA (SF-94-A), Claim for Damage, Injury or Death (SF-95),
Data Bearing on Scope of Employment of Motor Vehicle Operator (OF-26),
Operator's Report of Motor Vehicle Accident (SF-91), Statement of Witness (SF-
94).

Disposition: Destroy when 3 years old.

DispAuthNo: N1-059-94-43, item 32c Date Edited: 10/26/2007

A-11-003- Internal Investigation - Program Files - Documentation on investigations

18d(1) covering access controls, fires, medical emergencies, security inspections,
and other related subjects

Description: d. Logs
(1) Short Term Logs, Equipment Issue Log, Key Sign Out Log, Post Duty Log,
Tape Log, 24 Hour Duty Log.

Disposition: Destroy when 3 months old.

DispAuthNo:

N1-059-94-43, item 32d(1) Date Edited: 10/26/2007
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A-11-003- Internal Investigation - Program Files - Documentation on investigations
18d(2) covering access controls, fires, medical emergencies, security inspections,
and other related subjects
Description: d. Logs
(2) Long Term Logs, Alarm Logs, Employee Logs, Visitor Logs.
Disposition: Destroy when 2 years old.
DispAuthNo: N1-059-94-43, item 32d(2) Date Edited: 10/26/2007
A-11-003- Internal Investigation - Program Files - Documentation on investigations
18e covering access controls, fires, medical emergencies, security inspections,
and other related subjects
Description: e. Property Passes.
Disposition: Destroy 3 months after expiration date.
DispAuthNo: N1-059-94-43, item 32e Date Edited: 10/26/2007
A-11-003- Internal Investigation - Program Files - Documentation on investigations
18f(1) covering access controls, fires, medical emergencies, security inspections,
and other related subjects
Description: f. Reports
(1) Short Term Reports and Post Inspection Reports.
Disposition: Destroy when 3 months old.
DispAuthNo: N1-059-94-43, item 32f(1) Date Edited: 10/26/2007
A-11-003- Internal Investigation - Program Files - Documentation on investigations
18f(2) covering access controls, fires, medical emergencies, security inspections,
and other related subjects
Description: f. Reports
(2) Long Term Reports, Event Reports, Lost and Found Reports, Vehicle Activity
and Inspection Reports, Vehicle Incident Reports, Vehicle Maintenance Reports,
Vehicle Monthly Reports.
Disposition: Destroy when 2 years old.

DispAuthNo:

N1-059-94-43, item 32f(2) Date Edited: 10/26/2007
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A-11-003- Internal Investigation - Program Files - Documentation on investigations

18f(3) covering access controls, fires, medical emergencies, security inspections,
and other related subjects

Description: (3) Access Control Reports, Guard Services Contract
Daily Assignment Report, General Inventory Report, Key Inventory Report, Master
Inventory Report, Post Inventory Report.

Disposition: Destroy 2 years after end of contract.

DispAuthNo: N1-059-94-43, item 32f(3) Date Edited: 10/26/2007

A-11-003- Internal Investigation - Program Files - Documentation on investigations

18g covering access controls, fires, medical emergencies, security inspections,
and other related subjects

Description: g. Security Violations.

Disposition: Destroy 2 years after final action.

DispAuthNo: N1-059-94-43, item 329 Date Edited: 10/26/2007

A-11-003- Internal Investigation - Program Files - Documentation on investigations

18h covering access controls, fires, medical emergencies, security inspections,
and other related subjects

Description: h. VIP Pin Request.

Disposition: Destroy when 3 months old.

DispAuthNo: N1-059-94-43, item 32h Date Edited: 10/26/2007

A-11-003-19 Special Events Security - Program File - Arrange by event

Description: Correspondence, memorandums, reports, on all aspects of physical security for
special events that the Department hosts covering conferences, dignitary visits,
guard orders, guests and participants lists, local police, meetings, requests for
security requirements, technical security, training, U.S. Marine Corps, VIP escort
requests, and other related other subjects.

Disposition: Destroy when 3 months old. (ref. NN-172-188, item 17)

DispAuthNo:

N1-059-94-43, item 34 Date Edited: 10/26/2007
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A-11-003-20 Countermeasures - Program File - Arrange by TAGS and Terms

Description: Memorandums, reports, and telegrams on technical and physical security covering
accreditation, anti-terrorism, buildings, construction, contractors, countermeasures,
debugging, demolition, detection equipment, electronic security, emanations,
inspections, receipts, systems development, and other related subjects.

Disposition: Cut off at the end of each calendar year. Destroy 2 years after cut off date.

DispAuthNo: N1-059-94-43, item 62 Date Edited: 10/26/2007

A-11-003- Counterintelligence - Case Files

21a

Description: a. Historical Files
Cases that reflect distinctive Department activities, attract media or Congressional
interest, or are otherwise historically significant.

Disposition: Permanent. Designate as permanent at time the case takes on significance.
Retire to RSC 3 years after case closes for transfer to WNRC. Transfer to the
National Archives when 30 years old.

DispAuthNo: N1-059-94-43, item 4a Date Edited: 10/26/2007

A-11-003- Counterintelligence - Case Files

21b

Description: b. All other cases.

Disposition: Review every 5 years. Destroy 20 years after determination date that the case no
longer has any security interest.

DispAuthNo: N1-059-94-43, item 4b Date Edited: 10/26/2007

A-11-003-22 Device Finds Files - Arrange alphabetically by name of post

Description: Memorandums, reports, correspondence, photographs, diagrams, and other
material relating to technical penetration of U.S. overseas facilities and the analysis
of those devices. Also included are publications and reports of the U. S.
Intelligence Board, Security Committees, Technical Surveillance Countermeasures
Subcommittee. Files date primarily from the 1940s to the 1980s.

Disposition: Permanent. Retire to RSC 10 years after case is closed for transfer to WNRC.

DispAuthNo:

Transfer to the National Archives 30 years after case is closed.

N1-059-94-43, item 6 Date Edited: 10/26/2007
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A-11-003-23 Emanations Security - Program File - Arrange by TAGS and Terms

Description: Correspondence, memorandums, reports, studies, and telegrams on emanation
security covering coordination, equipment, inspections, product evaluation,
shielding, tempest, testing, training, zones of control, and other related subjects.

Disposition: Cut off file at the end of every 5 calendar years. Destroy 5 years after cut off date.

DispAuthNo: N1-059-94-43, item 63 Date Edited: 10/26/2007

A-11-003-24 Emanations Security Post - Program File - Arrange by post

Description: Memorandums, reports, and telegrams on emanation security covering Automated
Emanations Security Operations Program (AESOP) reports, construction,
coordination, equipment, floor plans, inspections, shielding, tempest, testing, travel
schedules, zones of control, and other related subjects.

Disposition: Destroy 4 years after all requirements have been met.

DispAuthNo: N1-059-94-43, item 64 Date Edited: 10/26/2007

A-11-003-25 Engineering Security - Arrange by posts

Description: Engineering Security Services Report (DS-1539), forms, memorandums, monthly
status reports, technical reports, and other documentation on engineering security
covering countermeasures, drawings, engineering, ESC (Engineering Security
Center), equipment, floor plans, inspections, installations, penetration, security
technology, support services, surveillance, surveys, technical services, visits, and
other related subjects.

Disposition: Cut off file at the end of 3 calendar years. Microfiche file when 3 years old.
Destroy paper file after filming. Retire microfiche to RSC when 12 years old for
transfer to WNRC. Destroy microfiche when 30 years old.

DispAuthNo: N1-059-94-43, item 9 Date Edited: 10/26/2007

A-11-003-26 Research and Development Project Precedent Case File

Description: This file contains only historical or technologically significant cases. Records
documenting the complete history of the project from initiation through completion
and including a copy of contract, request for proposal (RFP) and supporting
documents, drawings specifications, evaluation reports, and related
correspondence.

Cut off file at end of every 5 calendar years.
Disposition: Permanent. Cut off file at the end of 5 calendar years. Retire to RSC 1 year after

DispAuthNo:

cut off date. Transfer to WNRC 3 years after cut off date. Transfer to the
National Archives 30 years after cut off date.

N1-059-94-43, item 7 Date Edited: 10/26/2007
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A-11-003-27 Technical Threat Assessment - Program File - Arrange by TAGS and Terms

Description: Analysis material, collected threat information, memorandums, telegrams, and other
documentation on defensive technical analysis covering facilities, intelligence,
personnel, programs, and other related subjects.

Disposition: Permanent. Cut off file at end of each calendar year. Retire to RSC 5 years after
cut off date for transfer to WNRC. Transfer to the National Archives 30 years
after cut off date.

DispAuthNo: N1-059-94-43, item 5 Date Edited: 10/26/2007

A-11-003-28 U.S. Intelligence Board/Technology Security Coordination Group - (USIB/
TSCG) - Audio Countermeasures Subcommittee File - Arrange by TAGS and
Terms

Description: Record copies of reports and related documentation.

Disposition: Permanent. Cut off file at end of each calendar year. Retire to RSC when no
longer needed. Transfer to WNRC after 3 years. Transfer to The National
Archives when 30 years old.

DispAuthNo: N1-059-94-43, item 8 Date Edited: 10/26/2007

A-11-003-30 Control Officer's - Program File - Arrange by TAGS and Terms

Description: Operational chronologies on controlled pouch trips to selected posts covering
airway bills, deliveries to controlled access areas (CAA), tasks, telephones,
warehouse set ups, vehicles, and other related subjects.

Disposition: Cut off file at end of each year. Destroy 5 years after cut off date.

DispAuthNo: N1-059-94-43, item 14 Date Edited: 10/26/2007

A-11-003- Missing Pouch File - Documentation on diplomatic pouches covering "out of

3la control pouches" classified or unclassified

Description: a. Pouches that have never been recovered.

Disposition: Destroy when 30 years old.

DispAuthNo: N1-059-94-43, item 13a Date Edited: 10/26/2007

A-11-003- Missing Pouch File - Documentation on diplomatic pouches covering "out of

31b control pouches" classified or unclassified

Description: b. Pouches that have been recovered.

Disposition: Retire to RSC when 3 years old for transfer to the WNRC. Destroy when 10

DispAuthNo:

years old.

N1-059-94-43, item 13b Date Edited: 10/26/2007
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A-11-003-32 Diplomatic Courier Contract - Program File - Arrange by vendor

Description: Copies of contracts on companies performance of courier services.

Disposition: Destroy 1 year after termination of the contract.

DispAuthNo: N1-059-94-43, item 17 Date Edited: 10/26/2007

A-11-003-33 Diplomatic Courier Post - Program File - Arrange by TAGS and Terms

Description: Documentation on the Department's courier operations program covering
assignments, couriers, funding, routes, schedules, travel, weight messages, and
other related subjects.

Disposition: Cut off file at end of each calendar year. Destroy 2 years after cut off date.

DispAuthNo: N1-059-94-43, item 12 Date Edited: 10/26/2007

A-11-003-34 Diplomatic Courier - Program File - Arrange by TAGS and Terms

Description: Documentation on the Department's courier operations program covering couriers,
funding, guidelines, policies, procedures, closing of courier services, and other
related subjects.

Disposition: Cut off file at end of each calendar year. Destroy 10 years after cut off date.

DispAuthNo: N1-059-94-43, item 11 Date Edited: 10/26/2007

A-11-003-35 Diplomatic Courier Trip Report - Program File

Description: Completed Diplomatic Courier Trip Reports (FS-400) on couriers covering trip data.

Disposition: Destroy when 3 years old. (ref. 352-326, item 1)

DispAuthNo: N1-059-94-43, item 15 Date Edited: 10/26/2007

A-11-003-36 Diplomatic Courier Visa - Program File - Arrange by name

Description: Memorandums, Government Travel Requests (GTR), and other documentation on
When-Actually-Employed (WAE) contract couriers covering visa applications, visas,
vouchers, hotel receipts, and other related subjects.

Disposition: Cut off file at end of each year. Destroy 1 year after cut off date.

DispAuthNo: N1-059-94-43, item 16 Date Edited: 10/26/2007

A-11-003-37 Diplomatic Pouch Certification and Receipt - Program File

Description: Diplomatic Pouch Certification and Receipts (OF-253) covering posts, pouch
numbers, receipts, signatures, weight, and other related pouch shipping data.

Disposition: Destroy when 1 year old.

DispAuthNo:

N1-059-94-43, item 20 Date Edited: 10/26/2007
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A-11-003-38

Description:

Disposition:

DispAuthNo:

A-11-003-39

Description:

Disposition:

DispAuthNo:

A-11-003-40

Description:

Disposition:

DispAuthNo:

A-11-003-41

Description:

Disposition:

DispAuthNo:

A-11-003-42

Description:

Disposition:

DispAuthNo:

Official Courier Accompanied Pouch Charges (FS-452) - Program File

Form FS-452 covering airlines, excess baggage charges, payments, shipping
receipts, and other related subjects.

Destroy when 1 year old.

N1-059-94-43, item 19 Date Edited: 10/26/2007

Washington Regional Diplomatic Courier - Program File - Arrange by TAGS
and Terms

Documentation on the Department's courier operations covering airports, couriers,
funding, guidelines, monthly fiscal reports, mon