. SECTION IX o ,

CONTROLLED UNCLASSIFIED INFORMATION

9.1. Except as otherwise provided in this MOU or its PAs .or as
authorized in writing by the originating MOU Participant,
Controlled Unclassified Information provided or generated
‘pursuant to this MOU or its PAs will be controlled as follows:

9.1.1. Such Information will be used only for the
purposes authorized for use of Program or Project
Information as specified in Section VIII
(Disclosure and Use of Project Information) or
the corresponding section of the relevant PA.

3.1.2. ZAccess to such Information will be limited to
personnel whose access is necessary for the
permitted use under subparagraph 9.1.1, and will
be subject to the provisicns of Section XII
(Third Party Saleg and Transfers) or the
corresponding section of the relevant PA.

9.1.3. Fach MOU Participant will take all lawful steps,
which may include national classification,
available to it to keep such information free
from further disclosure (including reguests under
any legislativé provisions), except as provided
in subparagraph 9.1.2, urilegs the originating MOU
Participant consents to such disclosure. _In the
event of unauthorized discleosure, or if it
becomes probable that the information may have to
be further disclosed under any legislative
provision, immediate notification will be given
to the coriginating MOU Participant.

9.2. To assist in providing the appropriate controls, the .
originating MOU Participant will ensure that Controlled
Unclassified Informaticon is appropriately marked. The MCU
Participants will decide, in advance and in writing, on the
markings to be placed on the Controlled Unclassified '
Information. The appropriate markings will be defined in the
Project Security Instructions for this MOU and any PA- sp601f1c

annex for each relevant PA.
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9.3. Controlled Unclassified Information provided or generated
pursuant to this MOU or its PAs will be handled in a manner that
ensureg control as provided for in paragraph 9.1.

9.4. Prior to authorizing the release of Controlled

Unclassified Information to Contractors, the MOU Participants
will ensure the Contractors are legally bound to control such
information in accordance with the provisions of thisg Section.
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SECTION X

VISITS TO ESTABLISHMENTS

10.1. Each MOU Participant will permit visits to its government
egstablishments, agencies and laboratbries, and Contractor
industrial facilities by employees of the other MOU Participants
or by employees  of the other MOU Participants' Contractor(s),
‘provided that the visit is authorized by the sending and
receiving MOU Participants and the employees have any necessary
and appropriate security clearances and a need-to-know. :

10.2. All visiting personnel will be required to comply with
security regulations of the hosting MOU Participant. 2Any
‘information disclosed or made available to visitors will be
treated as if supplied to the MOU Participant sponsoring the
visiting personnel, and will be subject to the provisions of
this MOU and relevant PAs.

10.3. Requests for visits by perscnnel of one MOU Participant
to a facility of another MOU Participant will be coordinated
through offigial channels, and will conform with the established
visit procedures of the host country. Requests for visits will
bear the name of this MOU and the relevant PA, and will be
submitted in accordance with International Vigit Procedures as
described by Multi-national Industrial Security Working Group
(MISWG) Document Number 7. However, when visits are only '
associated with clagsified Program -Background Information
exchanged between MOU Participants (other than the U.S. DoD} and
classified Project Background Information exchanged between PA
Participants (other than the U.S. DoD), such visits will be |
undertaken in accordance with the provisions of the Letter of
Intent Frameéwork Agreement dated 27 July 2000 (hereinafter.
referred. to as “the Framework Agreement”), provided such Program
Background Information or Project Background Information does
not include Information provided or generated by the U.S. DoD
under this MOU or any bAa.

10.4. Lists of personnel of each MOU Participant required to
visit, on a continuing basis, facilities of the other MCOU
Participants will be submitted through official channels in
accordance with recurring international visit procedures.




SECTION XTI

SECURITY

11.1. All Classified Information provided or genefated pursuant
to this MOU or its PAs will be gtored, handled, transmitted, and
safeguarded in accordance with the MOU Participants' national
gecurity laws and requlations, -to the extent that they provide a
degree of protection no less stringent than that provided for
NATQO Classified Information and material as set forth in the
document "Security Within the North Atlantic Treaty
Organization," C-M(2002) (49) dated 17 June 2002, and its
subsequent amendments. Furthermore, classified Program
Background Information exchanged between MOU Participants {other
than U.S. DoD) and classified Project Background Information
-exchanged between PA Participants ({other than U.S. DoD}) will be
protected in accordance with Part 4 of the Framework Agreement,
provided such Program Background Information and Project
Background Information does not include Information provided oxr
generated by the U.S. DoD under this MOU or any PA.

11.2.  Classified Information will be transferred only through
official government-to-government channels or through channels
approved by the Designated Security Authorities (DSAs) of the
MOU Participants. Such Classified Information will bear the
level of c¢lassification, denote the country of orxigin, the
provisiogs of release, and the fact that the information relates
to this MOU and any relevant PA.

11.3. Each MOU Participant w111 take all lawiul steps avallable
to it to ensure that Classified Information provided or
generated pursuant to this MOU or a PA under it is protected
from further disclosure, except as provided under paragraphs
11.3.1 and 11.8. Accordingly, each MOU Participant will ensure

that:

11.3.1. The recipient will not release the Classified
Information te any government, national,
organization, or other entity of a Third Party
except as permitted undexr the procedures
described in accordance with the procedures set
forth in Section XII (Third Party Sales and
Transfers) or the corresponding procedures in the

relevant PA.
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11.3.2. The reéipient will not use the Classified
Information for cther than the purposes provided
for in this MOU and the relevant PA.

11.3.3. The recipient will comply with any distribution
and access restrictions on information that is
provided under this MOU and the relevant PA.

11.4. The MOU Participants will investigate all cases in which
it is known or where there are grounds for suspecting that
Classified Information provided or generated pursuant to this
MOU or' a PA has been lost or disclosed to unauthorized persons.
Fach MOU Participant also will promptly and fully inform the
other MOU Participants (in cases inveolving loss or unauthorized
disclosure of Classified Information provided or generated under
the MOU) or its fellow PA Participants (in cases involving loss
or unauthorized disclosure of Classified information provided or
generated under the applicable PA) of the details of any such
occurrences, and of the final results of the investigation and
of the corrective actiocn taken to preclude recurrences.

11.5. The JPO Director will prepare a Project Security
Instruction . (PSI) and a Classification Guide (CG) that will be
applicable to this MOU and each PA involwving Classified
Information or Controlled Unclassified Information. The PSI and
the CG will describe the methods by which Program Information
and Project Information will be classified, marked, used,
transmitted, and safeguarded. The PSI and CG will be developed
by the JPO within three months after this MOU enters into
effect. 1If necessary, the PMs for a PA will prepare additional
PSI and CG provisions specifically applicable to that PA within
three months after the PA enters into effect. The PSI and CG,
as well as any PA-specific provisionsg, will be reviewed and
forwarded to the MOU Participants' DSAs for approval and will be
applicable to all government and Contractor personnel
participating in the Program or Projects. The CG will be
subject to regular review and revision with the .aim of
downgrading the classificaticn whenever this is approprlate

The PSI and the CG will be approved by the appropriate DSA prior
to the transfer of any Classified Information or Ccntrolled
Unclassified Information.

11.6. The DSA of the MOU Participant in which a classified
Contract 1s awarded will assume responsibility for administering
within its territory security measures for-the protection of the
‘Classified Information, in accordance with its laws and
regulations. Prior to the releagse to a Contractor, prospective
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Contractor, or Subcontractor of any Classified Information -
received under this MOU or its PA, the DSAs will:

11.6.1. Ensure that such Contractor,'prospective
Contractor or subcontractor and their
facility{ies) have the capability to protect the
Classified Information adequately

11.6.2. Grant a security clearance to the faeility(ies),
if appropriate.

11.6.3. Grant a security clearance for all personnel
whose duties require access to Classified
Information, 1f appropriate:

11.6.4. Ensure that all persons having access to the
' Classified Information are informed of their
responsibilities to protect the Clasgified _
Information in accordance with naticnal security
- laws and regulationsg, and prov151ons of this MQU
and the relevant PA.

1
11.6.5. Carry out periodic security inspections of
' cleared facilities to ensure that the Classified

Information is properly protected.

11.6.6. Engure that access to the Classified Information
is limited to those persons who have a need-to-
know for purposes cf the MOU and the relewvant PA.

11.7. Contractors, prospective Contractors, or subcontractors
which are determined by DSAs to be under financial, '
‘administrative, policy or management control of nationals or
entities of a Third Party, may participate in a Contract or
subcontract requiring access to Classified Information provided
or generated pursuant to this MOU or a PA only when enforceable
measures are in effect to ensure that naticnals or other
entities of a Third Party will not have access to Classified
Information. If enforceable measures are not in effect to
preclude access by nationals or other entities of a Third Party,
" the other MOU or PA Participants as applicable will be consulted
for approval prior to permitting such access.

11.8. For any facility wherein Classified Information is to be
used, the respongible MOU Participant or Contractor will approve
the appointment of a perscon or persons to exercise effectlvely
the responsibilities for safeguarding at such facility the
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"information or material pertaining to this MOU or a PA. These

officials will be responsible for limiting access to Classified
Information involved in this MOU to those persconsg who have been
properly appfoved for access and have a need-to-know.

11.9. Each MOU Participant will ensure that access to the
Classified Information is limited to those persons who possess
requisite security cléarances and have a specific need for
access to the Clasgsgified Information in order to participate in
the Program or relevant Project. .

11.10. .Information or material provided or generated pursuant
" to-this MOU or a PA under this MOU may be classified as high as
SECRET. The existence of this MOU is Unclassified and the
contents are Unclassified.
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SECTION XIT

THIRD PARTY SALES AND TRANSFERS

12.1. The Third Party sales and transfer provisions that govern
the Information exchange activities described in paragraphs 3.1
and 3.2 of Section III (Scope of Work) are as follows:

12.1.1. An MOU Participant will not sell, transfer title
to, transfer possegsion of, or otherwise disclose
Information received through the exchange
activities described in paragraphs 3.1 and 3.2 of
Section III (Scope of Work) of this MOU to any
Third Party without the prior written consent of
the government of the providing MOU Participant.

12.1.2. The providing MOU Participant’s government will be
‘ solely responsible for authorizing any such sale,

transfer, or disclosure and specifying the method
and conditions for implementing any such sale,
transfer, or disclosure. Howeverx, in the case of
Information dgenherated undér a PA under this MOU
that is provided by a PA Participant to a non-PA
Participant, the written consent of the :
governments of the other PA Participant(s) will
also be obtained for any such sale, transfer, or
disclosure, unless otherwise provided in the PA.

12.2. The MOU Participants will not- sell, transfer title to,
disclose, or transfer possession of Program Foreground
Information, Project Equipment jointly acquired under the MOU,
oY any item produced either wholly or in part from Program
Foreground. Information te any Third Pdrty without the prior
written consent of the other MOU Participants’ governments.
Furthermore, no MOU Participanht will permit any such sale,
disclosure, ot transfer, including by the owner of the item,
without - the prior written congent of the other MOU Participants’
governments. Such consent will not be given unless the -
government of the intended recipient confirms in writing that it

will:

12.2.1. not retransfer, or permit the further retransfer
of, any equipment or information provided; and
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12.2.2. use, or permit the use of, the equipmeht oFr
information provided only for the purposes
. specified by the MOU Participants.

12.3. The MOU Participants will not sell, transfer title to,
digclose, or transfer possession of Project Equipment or Program
Background Information provided by another MOU Participant for
this MOU to any Third Party without the prior written consent of
the government of the MOU Participant which provided such
equipnent or Information and, in the case of Project Eguipment
provided under paragraph 7.1.1 of Section VII (Project
Equipment), the prior written consent of the government of any
other MOU Participant that has an interest in the Project
Equipment. The providing MOU Participant’s government will be
solely responsible for authorizing such transfers and, as
applicdable, specifying the method and conditions for
implementing such transfers, except that in the case of Project
Equipment provided under paragraph 7.1.1 of Section VII (Project
Equipment), the govermment of any other MOU Participant that has
an interest in the Project Equipment  will share in the providing
MOU Participant’s government’s responsibility regarding the
authorization and implementation of such transfers.

12.4. Consent for Third Party sales and transfers of Program
Foreground Information, Project Egquipment jointly acquired under
the MOU or any item produced either wholly or in part from
Program Foreground Information will be .subject to foreign
policy, national security considerations, and national laws,
regulations and policies of the MOU Participants’ respective
governments. Approval by one MOU Participant’s government of
another MOU Participant’s sale or transfer to a Third Party will
take into consideration its willingness to sell or transfer such
equipment or Information to the same Third Party.

12.5. Sales and other transfers to a Third Party of equipment
developed under this MOU may attract a levy to be shared among
the MOU'Participants.\ Prior to any such sale or other transfer,
the amounts of any levy and the procedures for assessing and
distributing such levy will be mutually determined by all MOU
Participants consistent with the laws and regulations of each
MOU_Participant. Any MOU Participant may reduce the. assessment
of its ghare of the levy.

12.6. Each PA will contain provigions which govern any Third
Party sales and transfers of Information or equipment pertinent
to that PA. In addition to those provisions in the PA, the
following will apply for any PA in which an MOU Participant. is




not a PA Participant but is Contracting at the request of and on
behalf of the PA Participants:

12.6.1.

The PA Participants will obtain the written
consent of the Contracting Agency’s government
prior to selling, transferring title to,
disclosing, or transferring possession to a Third
Party of Information or equipment obtained under

_a Contract entered into by that Contracting

Agency.
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SECTION XIII
LIARILITY AND CLAIMS

13.1. For liability arising out of, or in connection with,
activities carried out in the performance of official duty in
the execution and for the benefit of this MOU or its PAs, the
following provisions will apply.

13.2. Each MOU or PA Participant waives all claims against the
- other MOU or PA Participants for injury to or death of its
military or civilian personnel (which do not include Program
Contractors) of the other MOU or PA Participants. If, however,
such loss or damage results from the reckless acts or reckless
omissions, willful misconduct, or gross negligence of an MOU or
PA Participant or its personnel, the costs of liability will be
borne by that MOU or PA Participant alone.

13.3. Claims from any other persons for injury, death, damage
or loss of any kind caused by one of the MOU ox PA Participants’
personnel will be processed by the most appropriate MOU or PA
Participant, as determined by the MOU or PA Participants. Any
costs determined to be owed to the claimant will be borne by the
MOU or PA Participants in proportion to the MOU or PA
Participants’ financial chtrlbutlons to the MQU, or to the PA
Participants’ financial contributions to the PA, respectively.’
If, however, such logs or damage results from the reckless acts
or reckless omissions, willful miscénduct, or gross negligence
of an MOU or PA Participant or its personnel, the costs of
liability will be borne by the MOU or PA Participant alone.

13.4. Claims arising under any Corntract awarded pursuant to
Section VI (Contracting Provisions) of this MOU or a PA will be |
resolved in accordance with the provisions of the Contract.




SECTION XIV

PARTICIPATION OF ADDITIONAL NATIONS

14.1. It is recognized that other national defense
orgdnizations may wish to join the MOU and its PAs.

14.2. Mutual consent of the MOU Participants will be required
to conduct discussions with potential additional Participants to
the MOU. The MOU Participants will discuss the arrangements
under which another Participant might join, including the
furnishing of releasable Program Information for evaluation
prior to joining. If the disclosure of Program Information is
necessary to conduct discussions, such disclosure will be in
accordance with Section VIIT (Disclosﬁre and Use of Program
Information), Section IX (Controlled Unclassified Information)
and Section XII (Third Party Sales and Transfers) of this MOU.

14.3. If a MOU Participant wishes to become an additional PA
Participant in a specific PA, mutual consent of the PA
Participants will be required to conduct discussions with that
MOU Participant, to include the furnishing of Teleasable Project
Information for evaluation prior to joining. If the disclosure
of Program Information.is necessary to conduct discussions, such
disclosure will be in accordance with Section VIII (Disclosure
and Use of Project Informaticon), Section IX (Controlled
Unclassified Information) and Section XII (Third Party Sales and
Transfers) of this MOU and corresponding PA provisions.

14.4. The additioﬁ.of a new Participant to the MOU will require
amendment of this MOU by the MOU Partic¢ipants. The addition of
a PA Participant to a PA will reguire amendment of that PA by
the PA Participants.




SECTION XV

CUSTOMS DUTIES, TAXES, AND SIMILAR CHARGES

15.1. For the MOU and its PAs, customs duties, import and
export taxes, and similar charges will be administered in
~accordance with each MOU Participant's respective laws and
regulations. Insofar as existing national laws and regulations
permit, the MOU Participants will endeavor to ensure that such
‘readily identifiable duties, taxes and similar charges, as well
as guantitative or other restrictions on importg. and exports,
are not. imposed in connection with work carried out under this
MOU and its PAs. '

15.2. Each MOU Participant will use its best efforts to ensure
that customg duties, import and export taxes, and similar
charges are administered in a manner favorable to the efficient
and economical conduct of the work. If any such duties, taxes,
or similar charges are levied, the MOU Participant in whose
country they are levied will bear such costs over and above that
MOU- Participant’s shared cost of the Program or relevant PA.

15.3. If, in order.to apply Eurcpean Union (EU} regulations, it
is necessary to levy duties, then these will be met by the EU
member end recipient. To this end, parts of the components of
the eguipment coming from outside the EU will proceed to their
final destination accompanied by the relevant customs document -
enabling settlement of duties to take place. The duties will be
levied as a cost over and above that MOU Partlclpant s shared
costt of the Program or relevant Project.




SECTION XVI

SETTLEMENT OF DISPUTES

16.1. Disputes between the MOU Participants or the PA

Participants arising under or relating to this MOU or its PAs
will be resolved only by consultation between the MOU
Participants or the PA Participants, respectively, and will not
be referred to a national court, an international tribunal, or

to any other person or entity for settlement.




SECTION XVIX

LANGUAGE

17.1. The working language for the Program will be the English
language. The working language for each Project will be the
English language, unless otherwise sgpecified 'in the relevant PA.

17.2. All data and information generated under this MOU and its
‘PAs, and their implementing Contracts, and provided by one MOU
Participant or PA Participant to the other MOU Participants or
PA Participants, respectively, will be furnished 'in the English

language.
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SECTION XVIIE
AMENDMENT, TERMINATION, ENTRY INTO EFFECT, AND DURATION

18.1. All activities of the MOU Participants under this MOU and
its PAs will be carried out in accordance with their national
laws and regulations, including their export comtrol laws and
export control regulations. The regponsibilities of the MOU
Participants under this MOU and its PAs will be subject to the
availability of funds for such purposes

18.2. This MOU may be amended by the mutual written consent of
the MOU Participants. ExXcept as otherwise provided in a PA, PAs
may be amended by the mutual written consent cf the PA-
Part1c1pants.

18.3. This MOU may be terminated at any time upon the written

. consent of the MOU Participants. 1In the event the MOU
Participants consent to terminate.-this MOU, the MOU Participants
will consult prior to the date of termination to ensure
termination on the most economical and equitable provisions.
Upon MOU termination or expiration, all PAs will be
automatically terminated, unless, prior to the termination or
expiration of this MOU, the PA Participants of a PA mutually
consent to, and execute, the conversion by amendment of that PA
- into a stand-alone MOU.

18.4. A PA may be terminated at any time upon the written
consent of the PA Participants. In the event of PA termination,
the PR Participants will consult prior to the.date of PA
termination on the most economical and equitable terms.

18.5. Any MOU Participant may withdraw from this MOU upon 120
days written notification to the other MOU Participants. Such
withdrawal will automatically result in the former MOU
Participant’s withdrawal from all PAs to which it is a
signatory A PA Participant may chocse to withdraw from a PA
without withdrawing from this MOU; withdrawal from a PA is
subject to 120 days written notice to the other PA Participants.
Notice of withdrawal from either the MCOU or its PAs will be the
subject of immediate consultation, by the ESC (in the case of the
MOU) or PSC (in the case of a PA} to decide upon the appropriateée .
course of action. In the event <f withdrawal from the MOU or

its PAs, the following rules apply:

18.5.1. The withdrawing MOU Participant or PA Participant
will continue participation, financial or
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otherwise, up to the effective date of withdrawal
from the MOU or PA, as applicable.

/

18.5.2. 'Except as to Contracts awarded on behalf of the
MOU Participants under this MOU, each MOU
Participant will be responsible for its own
Program-related costs associated with the
withdrawal of a MOU Participant. Foxr Contracts
awarded on behalf of all MOU Participants under
this MOU, the withdrawing MOU Participant will
pay all Contract modification or withdrawal costs
that would not otherwise have been incurred but
for the decision to withdraw; in no event,
however, will a withdrawing MOU Participant's
total financial contribution, including Contract
termination costs, exceed that MOU Participant's

. total share of the Financial Cost Ceilings for
financial contributions as established in Section
V (Financial Provisions). '

3

18.5.3. Except as to Contracts awarded on behalf of the
PA Participants under a PA, each PA Participant
Wwill be responsible for its own Project-related
costs associlated with the withdrawal of a PA
Participant. For Contracts awarded on behalf of
all PA Participants under a PA, the withdrawing
PA Participant will pay all Contract wodification
or withdrawal costs that would not otherwise have
been incurred but for the decision to withdraw;
in no event, however, will a withdrawing PA
Participant's total financial contribution,
including Contract termination costs, exceed that
PA Participant's total share of the Financial
Cost Ceiling for financ¢ial contributicns as
egtablished in the PA.

18.5.4. All Program and Project Information and rights
therein received under the provisiong of this MOU
or its PAs prior to the withdrawal will be
retained by the MOU Participants or PA ‘ /
Participants, as applicable, subject to. the
provisions of this MOU and its PAs.

18.6. The respective benefits and responsibilities of the MOU
Participants regarding Secticn VII (Project Equipment), Section
VIII (Disclosure and Use of Project Information), Section IX
(Controlled Unclassified Information), "Section XI (Security),




Section XII (Third Party Sales and Transfers), and Section XIII
(Liability and €laims}, and this Section XVIII (Amendment,
Termination, Entry into Effect, and Duration), and the
corresponding provisions of the PAs will continue to apply
notwithstanding termination of, withdrawal from, or expiration
of this MOU or its PAs. '

.18.7. This MOU, which consists of eighteen (18) Sections and
five (5) Annexes, will enter into effect upon signature by at
Jleast two MOU Participants and will remain in effect for ten
{10). years. For each subsequent MOU Participant, the signatory
-MOU Participants will have no responsibilities in regard to that
MOU Participant, and that MOU Participant will have no rights or
responsibilities under this MOU, until such time as that MOU
Participant has signed this MOU. In the event that all four of
the MOU Participants have not signed this MOU within one hundred
and eighty-. (180) days after it enters into effect, the signadtory
MOU Participants will immediately consult in order to negotiate
an amendment for those changes necessary to make this MOU-
bilateral or trilateral, as appropriate.

18.8. The MOU may be extended by written consent of the MOU
Participants.
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The foregoihg represents the'understandings reached among the
MOU Participants on the matters referred to herein..

SIGNED, in four (4) copies,
authorized representatives.

in the English language, by

FOR THE MINISTER OF DEFENSE OF THE FOR THE MINISTER OF DEFENSE OF THE

REPUBLIC OF ITALY

KINGDOM OF SPAIN -

%agﬁ:x

Signature Signature
Name

IL SGRETARIO GEMERALE DELLA DIFESA /DNA '

(7en. Gen. Giarnn: BOTONDI)
Title Title
09 DIC.2004
Date Date
.Logatien Location

FOR THE SECRETARY OF STATE FOR
DEFENCE OF THE UNITED KINGDOM OF

FOR THE SECRETARY OF DEFENSE ON
BEHALF OF THE DEPARTMENT OF

GREAT BRITAIN AND NORTHERN IRELAND DEFENSE OF THE UNITED. STATES OF

AMERIGA

e ) Yoy

Sig?iijgé/ gnatu C;;/ (C;/ép/
, John J. ¥oung
Name . Name
(> THORNE ASN (RD&A)
Title : Title
%%G\k’ |?"T’ 10 January 2005
Date , Date '
5 O(;bﬂ%@( }@b}-}» 4E589
Location Location
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