AGREEMENT
BETWEEN THE UNITED STATES OF AMERICA
AND THE EUROPEAN COMMUNITY
ON THE PROCESSING AND TRANSFER OF PNR DATA BY AIR CARRIERS
TO THE UNITED STATES DEPARTMENT OF HOMELAND SECURITY,
' BUREAU OF CUSTOMS AND BORDER PROTECTION
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THE UNITED STATES OF AMERICA AND THE EUROPEAN COMMUNITY,

RECOGNISING the importance of respecting fundamental rights and freedoms, notably privacy,
and the importance of respecting these values, while prevenﬁ:fg and'comb;at'ing terroirism' and
related crimes and other serious crimes that are transnational in nature, including organised crime,

HAVING REGARD to U.S. statutes and regulations requiring each air carrier operating
passcnger flights in foreign air transportition to or from the Uniled States to i;rovi&e the
Department of Homeland Security (hereinafter "DHS"), Bureau of Customs and Border Protection
(hereinafier "CBP") with electronic access to Passéniger Name Record E(zhisrcin."a.fte1_' "PNR") data to
the extent it is ¢collected and contained in the air carrier’s automated reservation/departure

conirol systems,

HAVING REGARD to Directive 95/46/EC of the European Parliament and of the Council of
24 October 1995 on the protection of individuals with regard to the processing of personal data and
on the free movement of such data, and in parﬁculaxf Article 7(c) thereof, -

HAVING REGARD to the Undertakings of CBP issued on 11 May 2004, which will be published
in the Federal Register (hereinafter "the Undertakings™, - :
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HAVING REGARD to Commission Decision C (2004) 1914 adopted on 14 May 2004, pur_sﬁant to
Article 25(6) of Directive 95/46/EC, whereby CBP is considered as providing an adequate level of
protection for PNR data transferred from the European Community (hereinafter "Community™)
concerning flights to or from the U.S. in accordance with the Undertakings, which are annexed
thereto (hcrcinaﬁ& *the Decision™), ‘

NOTING that air cartiers with reservaﬁon!depar!:lﬁe cofifrol systems located within the territory of
the Member States of the European Community should arrange for transmission of PNR data

o CBP as soon as this s technically feasible but that, until then, thé U.S. authorities should be
allowed to access the data dirg;:tly, in accordance with the provisions of this Agreenent,

AFFIRMING that this Agreement does not constitute a precedent for any future discussions and
negotiations between the United States and the European Community, or between either of the
Parties and any State regarding the transfer of any other form of data,

' HAVING REGARD to the commitment of both sides to work together to reach an appropriate and
mutually satisfactory solution, without delay, on the processing of Advance Passenger Information

(API) data from the Community to the U.S.,

HAVE AGREED AS FOLLOWS:
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CBP may electronically access the PNR data from air carriers' reservation/departure '
control systems ("reservation systems") located within the terrifory of the Member States of
the Européan Comanmity strictly’ih accordance with the Dcr;ision and for so long as the
Decision is spplicable and only until there is a satisfactory system in place allowing for
transmission of such data by the air carriers. ' B

Air carriers operating passeriger flights in foreign air transportation to or from the
United States shall process PNR. data contained in their automated réservation systéms as
required by CBP pursuant to US law and strictly in accordance with the Decision and for

so long as the Devcision is applicable,’

CBP takes note of the Decision and states that it is implementing the Undertakings annexed

thersto.

CBP chall process PNR. data received and treat data subjects concerned by such processing
in accordance with applicable U.S. laws and constitutional requirements, without unlawful -

* discrimination, in particular on the basis of nationality and country of residence.
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5) CBP and the European Commission shall jointly and regularly review the implementation of

this Agreement.

.In the event that an aitline passenger identification system is implemented in the

European Union which requires air carriers to provide authorities with access to PNR data for
persons whose current travel itinerary includes a flight to or from the European Union, DHS
shall, in so far as practicable and strictly on the basis of reciprocity, actively promof:e the

cooperatior_x of airlines within its juisdiction.

This Agresment shall enter into force upon signature. Either Party may terminate this
Agreement at any time by notification through diplomatic channels. The termination shall '
take effect ninety (90) days from the date of notification of termination to the other Party.
This Agreement may be amended at any time by mutual written agreement.
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8)  This Agreement is not infended to derogate from or amend legisiation of the Parties; nor does
this Agreement create or confer any right or benefit on any other person or entity, private or

public.
Signed at Washington D.C. on the twenty-cighth day of May in the year two thousand and four,
This Agreement is drawn up in duplicate in the English, Czech, Danish, Duutch, Estorian, Finnish,
French, German, Greek, Hungarian, Italian, Latvian, Lithuanian, Maltese, Polish, Portugnese,

Slovak, Slovenian, Spanish and Swedish languagés, each text being equally authentic. In case of
divergence, the English version shall prevail.

USA/CEfen7




For the United States of America
Por los Estados Unidos de América

-Za Spojené stity americké

For Amerikas Forenede Stater

Fiir die Vereinigten Staaten von Amerika
Ameerika Uhendriikide nimel

e 715 Hvapéveg IMokweisg mg Apspucis

Pour les Etats-Unis d'Amérique

Per gli Stati Uniti d'America

Amerikas Savienoto Valstu varda’

Jungtiniy Amerikos Valstijy vardu

az Amerikai Egyesiilt Allamok részérél
Ghall-Jstati Uniti ta’ }-Amerika

Voor de Verenigde Staten van Amerika

W imieniu Stanéw Zjednoczonych Amerylkd

Pelos Estados Unidos da América

Z3 Spojens §tity americké

Za ZdruZene driave Amerike

Amerikan yhdysvaltojen puolesta

Pi Amerikas forenta staters vignar .

T

For the European Community
Por la Comnunidad Europea
ZaEvropské spolefenstvi

For Det Europziske Fallesskab

Filr die Europiische Gemeirischaft
Euroopa Uhenduse nimel

e v Evporaix Kowvbtna

Pour la Commimarté ewropéenne
Per la Comunita europea

Eiropas Kopienas virda

Europos bendrijos vardu

2z Eurépal K5z8sség részErdl
Ghall-Komunitd Ewropea

Voor de Europese Gemeenschap

W imieniu Wspélnoty Europejskiej
Pela Comunidade Europeia

Za Eurdpske spoloZenstvo

za Evropsko skupnost

Euroopan yhieison puolesta

P3 Europeiska gemenskapens vignar

-
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